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@ 33 billion

electronic records are expected to be stolen

8 trillion

\.& ercrime is expected to cost the world $8 trillion. In economic
2 ms, thisis greater than the GDP of any country except the U.S. and
Chll{a

lobally, the average cost of a data breach is $4.35 million. The
erage cost in the U.S. is more than double that, at $9.44 million

Risein ansomware in On average, it takes
2022 —anincreaseas 212 days to detect a

. ) big as the past five data breach and another
mimecast years combined 75 days to contain It



Cyber Preparedness | Budget #
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Say their company needs to
spendan average of 13.5%
more on cybersecurity

s
e "
n / .
- - » "\ e
PI’:&H‘III = A
- w
I = 3 »
-@ntlon N
- ‘~,r. -

Automate

‘ &imecast'



C-Level Recommendations

Answer the
question “Do
we have

unmitigated
risk?”
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Implement People +
Process + Technology to
maximize your controls

and minimize your attack
surface

Align your efforts
with threat
scenarios and the
stakeholders they
impact
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Strategic Blueprint

Understand your Reduce your Maximize your
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Education Sector is a Target

Personal Data Infrastructure Digitized
Faculty and Data + Classrooms
Students Disruption Increased attack
vector
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Defensible vs Negligent?

———————————— DEFENSIBLE THRESHOLD

———————————— NEGLIGENCE THRESHOLD
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Protection Levels & Loss Exposure

I S I S S S e O =w =w = DEFENSIBLE THRESHOLD

PROTECTION LEVELS

LOSS EXPOSURE
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Compliant Doesn’t Mean Secure

PROTECTION LEVELS
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Compliance

LOSS EXPOSURE

CSF

Today, 73% of CSF audit
standard questions relate
to the existence of
controls, not their
performance

Gartner
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Risk Tolerance

What business outcomes do you want?
How much are you willing to pay to achieve them?

Protection level agreements

15 minutes to 15 minutes to
investigate-remediate investigate-remediate

v
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15 minutes to
investigate-remediate
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Risk Profile Defines Your Cybersecurity Strategy

When you understand your risk surface:

 Align your strategy to mitigate your business risk
 Motivate budgets for your chosen risk tolerance parameters

Then you are defensible, despite an attack that caused a
material loss.
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Cyber Risk Strategies:

4

Budget, Procurement, "
Increased Risk




Understanding the Modern Cyber Kill Chain

Reconnaissance Delivery Installation Actions on Objectives
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Exploitation Command
and Control
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GOOD: Cyber Defense Matrix Assessment

NIST Cybersecurity Framework Overview

Asset Management

Business
Environment

Governance
Risk Assessment

Risk Management
Strateqy
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PROTECT

DETECT

Awareness Control

Awareness and
Training

Data Security

Info Protection and
Procedures

* Maintenance

Protective
Technology

Anomalies and
Events

Security
Continuous
Monitoring

Detection Process

Response Planning
Communications
Analysis

Mitigation
Improvements

* Recovery Planning

* |Improvements

» Communications
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BETTER: Measure MITRE ATT&CK Coverage

Significant : s : o || i | .
(TOP) s e - s N—— e ’%MMMM,
Techniques / . s s i

ctionability

el At T1067000) 1| orecui?

[~ Swe winton e Prosatre Fovet Abonmn ot Rcoums 71087.004) 1

Dashboards

Status Breakdown Over Time Status Breakdown by Attack Phase

Status Breakdown by Security Control Category
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FAIRT

BEST: Leverage FAIR Risk Analysis

Leverage Risk Quantification Services

Quantification for CloudSoftware Inc. (NIST)

Loss Event Loss

Financial Exposure

Frequency (#) Magnitude ($)

$3,208,900 $7,100 $33,041,900 ®

Total Annual Cyber Risk Exposure Business Impact Scenarios

Threat Event Vulnerability Primary Loss Secondary
Frequency (#) (%) ($)

Loss (S)
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DN

Cyber Security Burnout
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FORCE

MULTIPLIER
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CYBER SKILLS
SHORTAGE

©

MACHINE SPEED

SOC DATA FLOW

Y

@ EXPANDING ATTACK
SURFACE
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Detecting and Anomaly
Prevention detection in

of data services such
exfiltration as email
Social
Computer engineering
W h A I M L vision and spam
e re SEems o - detection
s’ i Y \

is used in v A

Honeypots I' ;

Cyber -

Data \ \,
categorization )

code for
vulnerabilities
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Al and ML augments
(but doesn’t replace)
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Use Al

To Address:

* Cyber Skills Shortage
with automation

* Machine Speed vs
human speed problems
(with caution)

* SOC Data Flow with
automation

* Expanding Attack Surface

with automation
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As part of defense in depth

Augment with other controls

To take more proactive
and predictive
approaches to cyber

intelligence and
defense
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Enhance your security landscape




PROTECTED.
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